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The Budget Process: Key Players

* Legislative Body

A
\i i ji 7 3 R

* Budget
Committee:
Advisory v. Official

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

Approves all appropriations

Votes to create and fund common municipal
funds

Citizen authority to propose appropriations by

The Town petition

M eetin g May amend separate articles to reduce or zero
out appropriations

May amend budget to reduce (or increase) total
bottom line appropriation

Can zero out line item appropriations in DRA
budget form

9/10/2024
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-
Governing Body*

*21:48 Governing Body. — the term "governing body" shall mean the board of selectmen in a town, the
board of aldermen or council in a city or town with a town council, the school board in a school district
or the village district commissioners in a village district.

Pay all sums of money
received to the town
treasurer

Prepares warrant, drafts
separate warrant articles

Prepare manifest to pay all
town expenses

Publish in annual report,

Maintain records of all the general fund balance

town financial transactions sheet based upon audited
financial statements

Establish and maintain
appropriate internal
control procedures

Ensure all funds totaling
$500 or more are remitted Submit proposed budget
by departments, town to the Budget Committee
clerk and tax collection to or Town Meeting.
the treasurer

Annually review and adopt
an investment policy
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» RSA chapter 189 would seem to

grant school boards all the relevant
Schools authority.

= BUT RSA 21-N:9 (ll)(p) & RSA 186:8
require the state Board of
Education to adopt rules pertaining
to the duties of superintendents.
Now in Ed. 302.01-302.02.

—Serves as the executive officer of
the districts within the SAU;

—Responsible for developing and
maintaining an accounting system
and financial reporting
procedures for all funds. 6




-
Budget Committee

i
G-

Review current year’s expenditures

Review proposals, request information

Prepare budget

Schedule and hold budget hearings

Forward final proposed budget to governing body
Does not control spending

10% Rule in towns with official budget committee

Whose
Budget Is It?

» Budget = recommended
“plan” for spending

» Only the voters adopt a
budget!

» Budget cuts & Brentwood
School District v.
Brentwood Budget
Committee case

9/10/2024



9/10/2024

Transfer of Appropriations
RSA 32:10

» Governing body may transfer money
from one line to another

» Transfer authority is the same over the
default budget

» Voters cannot restrict transfer
authority

» Special warrant articles — can transfer
into, but not out of

s nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.or;

“Separate” Articles

“Special” Articles, RSA 32:3, VI:

* Petitioned

* Bonds

» Capital reserve/town-funded trust funds

* Designated non-lapsing, non-transferable,
special

Nontransferable, RSA 32:10, I(d)
Can be encumbered for one

more year
Can be designated initially as
nonlapsing for up to 5 years
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———————————————————m
No Means No — RSA 32:10, | (e)

»IF
» Budget line item reduced to zero or

» Separate warrant article with
appropriation defeated reduced to
zero.

»THEN

» That “purpose” is deemed to be
one where no appropriation is
made.

» No money may be spent for that
defeated purpose during the
ensuing fiscal year.

11
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Estimated Tax Impact

~/ RSA32:5,V-b

's.h Must be adopted by legislative body

AI’J Governing body determines

Only an estimate!
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The Property Tax Process

Appraisal
4

Assessment

A 4

Collection

13

‘ Gross Appropriations ’ ‘ $20,207,555 ’

| [ Revenues ] -[ $8,024,656

+[ Overlay (5% Max) | == [ $4,406

+ [ Veterans Credits ] + [ $438,750

= [Net MunicipaITax] = [ $12,626,055

— Y Y

Effort
Local Assesset}l $1,411,324,700
Property Valuation
—— Tax Rate per $1,000 —_— $8.95

Valuation
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Property Tax Calculation

= $300,000 assessment

= $300 X $8.95 =
2,685
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The 3-Finger Rule
$1,411,324,700
Local Assessed Value

$1,411,324 = $1.00
$141,132 =S$.10
$14,113 =$.01




Estimated Impact on the
Tax Rate

$400,000 Fire Truck
$400,000/1,411,324 = $0.28

25,000 CBA Cost It e .
$25,000 ost Item bargamlng
$25,000/1,411,324 = $0.02 . 2 gamiless

vln ]
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Can you ESTIMATE Cost for Your Municipality?

2021 Net Local Assessed Valuation = $

$1.00 on the tax rate = S
$.10 on the tax rate = S
$.01 on the tax rate = s

9/10/2024
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Poll Question?

How many municipalities on this call are SB 2 towns?

* Yes, we adopted the SB 2 ballot in our community

* No, we are a traditional town meeting town

* Neither- we are a charter, city or town
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» Governing body calculates, unless delegated to
budget committee

As long as statutory formula is used, default
budget may be higher or lower than last year’s
budget

SB 2 * Default budget is amount of the same
& appropriations as contained in the operating

budget authorized for the previous year . . .
Default Budgets:

. — reduced and increased, as the case may be, by
RSA 40:13 debt service, contracts, and other obligations

previously incurred or mandated by law, and

— reduced by one-time expenditures contained in
the operating budget and by salaries and
benefits of positions that have been
eliminated in the proposed budget.

— RSA 40:13, IX(b).

20
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Default Budget Terms Defined

“One-time expenditures”: Appropriations not likely to recur in the
succeeding budget.

“Contracts”: Contracts previously approved, in the amount so approved, by
the legislative body in either the operating budget authorized for the
previous year or in a separate warrant article for a previous year.

“Eliminated positions” does not include vacant positions under
recruitment or position redefined in the proposed operating budget.

s nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org,

» Disclosed and presented for questions and
discussion at first budget hearing

» Line item changes must be available at
budget hearing:

» Appropriations in last year’s budget

Default

Reductions and increases, including

Budget identification of specific items that
constitute a change by account code and
Procedure the reason for change

» One-time expenditures
» Reductions for eliminated positions

» Discussion and debate of default budget at
deliberative session (not amended)

22
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Lapse of Appropriations
RSA 32:7

= All appropriations shall lapse at the end of the fiscal year and
any unexpended portion thereof shall not be expended without
further appropriation, UNLESS:

* Encumbered by legally-enforceable obligation

* Nonlapsing fund

* Appropriation to capital reserve fund

* Unanticipated moneys

* Special warrant article:
* Governing body can encumber one more year
* |If article was labeled as nonlapsing (up to 5 years)

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org,

Financial Duties
of the
Governing Body

12
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| ‘ Towns, Cities, &
o Village Districts

= RSA 41:9 — Financial Duties of Towns

= RSA 47:6 — Financial Supervision by City Councils

— But RSA 47:1 — “All the powers vested by law
= M e 0 in towns, or in the inhabitants thereof, shall be
- exercised by the city councils.”

el AR
[ =r i = RSA52:3, Il - Powers of Village District
Commissioners
— Districts “shall have all the powers in relation
e R g W to the objects for which it was established
e e N

that towns have or may have in relation to like

: objects, and all that are necessary for the
‘ accomplishment of its purposes.”

Select Boards & Town Treasurers
RSA 41:9

Select board must pay all money received by it on behalf of the town to the
town treasurer immediately, with a statement about who it is from and why
given.

Select board must draw orders upon the treasurer for the payment of all
accounts and claims against the town allowed by them, and take proper
vouchers therefor.

Select board must annually review and adopt an investment policy for the
investment of public funds, and shall advise the treasurer of such policies

= Select board is responsible for establishing procedures to ensure that all
funds paid to the town from any department shall be remitted to the
treasurer at least on a weekly basis or daily whenever such funds total
$1,500 or more.

— Remittances to the treasurer from the tax collector must
follow RSA 41:35

— Remittances from the town clerk must follow RSA
261:165.

R nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org,
.

13



Additional Financial Duties

= Select boards must keep a fair and correct account of all
moneys received, all accounts and claims settled and all orders
drawn by them, and of all their other financial transactions in
behalf of the town.
Select boards must publish in the annual report, or post at the
annual meeting, the general fund balance sheet from the most
recently completed audited financial statements or from the
financial report filed pursuant to RSA 21-J:34, V.

= Select board must insert an article in the warrant
recommending such action as they deem appropriate when
there is an accumulated general fund deficit,

— That may include, but is not limited to, raising
additional taxes.

= Select board is responsible for establishing and maintaining
appropriate internal control procedures  to ensure the
safeguarding of all town assets and properties.

27

RSA 47:6
Specific Requirements for City Councils

= City council must ensure that no
money is paid from the city
treasury unless previously
granted and appropriated,and
shall secure a just and prompt
accountability from all persons
entrusted with the receipt,
custody or disbursement of the
money or funds of the city, or
the care of its property.

= At least yearly, the city council
or board of aldermen shall
review and adopt an investment
policy for the investment of
public funds, and shall advise
the treasurer of such policies.

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

9/10/2024
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RSA 49-C
City Charter
Cities

RSA 49-C:15: City Charter Cities shall have elected

bodies which have all the powers and discharge all

the duties conferred or imposed upon city
councils.

o |.e. follow RSA 47:6.

However, RSA 49-C:23 provides additional budget

control and fiscal process requirements for City
Charter Cities — E.g.

e At least quarterly reporting of the city’s finances to the elected

body by the chief administrative officer.

e Establishment of a fiscal control function, including pre-audit of
all authorized claims against the city before payment. The head

of such function need not be a resident of the city or the state
at the time of selection, shall not be treasurer, and shall be
chosen solely on the basis of executive and administrative
qualifications and actual experience in and knowledge of
accepted practices in respect to the duties of municipal fiscal
management.

29
p——————

Schools

RSA chapter 198: School Money

e Important to be familiar with the complex web of federal and
state funding for school districts, alongside apportionment
formulas, such as those contained in RSA 194-C:9, I.

e E.g. The school administrative unit board shall apportion
the total amount of the budget among the constituent
school districts in the following manner: the
apportionment shall be based 1/2 on the average
membership in attendance for the previous school year
and 1/2 on the most recently available equalized valuation
of each district as of June 30 of the preceding school year.

RSA 197:5-a

e The school board, if the school district is not controlled by
the municipal budget act, shall prepare a budget for the
annual or any special meeting upon a form prescribed and
provided by the commissioner of revenue administration and
shall post the same with and at the same time as the warrant
for the meeting is posted.

9/10/2024
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What are Internal Controls?

Anything that helps safeguard assets. Anything that helps make more
effective and efficient use of those
assets.

[
31

Municipal, county and school internal
controls are similar:

e

Offices, buildings, vehicles are locked .

Computer passwords are changed
periodically and not shared.

What Are

I nte rnal = Invoices are reviewed and approved before
Controls? payment.

o1 Checks and cash are secured.

a Authorization is required for certain activities
or transactions.

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

9/10/2024
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What are Internal Controls?

- . Dynamic — ongoing and active
‘L‘) Internal control is a process. )
Iterative
-| Each process is defined and implemented by a set of policies and procedures- a
(T L] series of ongoing actions and activities that occur throughout the organization.

Monitor
& Review

@w»  Ensure accurate, reliable records.

0 Promote operational

Objectives O ‘ effectiveness and efficiency.

of Internal

CO ntrOIS F Encourage adherence to policies,
“ala rules, regulations and laws.

A Protect assets.
—

17



A process: a means to an end,
not the end itself.

Accomplished by people, not
merely policy, procedures
and forms.

Reasonable, but not absolute,
assurance that assets and
resources are safeguarded.

Control I ' Risk

Environment Assessment

r Internal Control

\ Program

Monitoring - Control
Processes \ > Activities

.‘ Information + /

Communication

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

Preserve Preserve integrity.

Reduce Reduce fraud opportunities.

Eliminate Eliminate adverse publicity.

Assure Assure public confidence.

Importance of Internal Controls

Ensure Ensure objectives are accomplished.

Prevent Prevent loss of funds or other resources.
Establish Establish standards of performance.

Assure Assure compliance with laws, regulations, policies and procedures.

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

9/10/2024
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Responsibility for Internal
Controls

Governing body ultimately responsible

Reading/understanding
Types of Internal Controls: policies

Preventive — Designed to
stop an unwanted outcome
before it happens.

Review/approve purchase
orders

Passwords to stop
unauthorized access

Cash counts/reconciliation

Detective — Designed to
find and correct errors that Expenditures vs. budget
have already occurred.

Reviewing payroll reports

R nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

9/10/2024
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Poll Question?

* Do you think your municipality has adequate
internal controls in place?

= Yes

R :
39

The Framework of Internal Controls

A i
c 7 e Monitoring
The Control Risk Assessment. Implementing
> .
Environment. Control Activities. & contrOI (éb

& Activities %,

X & %,
\\ ISh Risk Assessment
inormationand  Monioring Control Environment

Communication.

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
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= Set the tone at the top — internal controls
are important!

= Integrity and ethical values - must be clearly
communicated in writing and by example.

The Control = Commitment to competence — sound

gersonnel polri1cies incl?ding 'obk .

e escriptions, hiring policies, backgroun

En‘”ronment chelcks, job qualifications, performance
evaluations.

= Authority and responsibility — clear lines of
authority. If everyone if responsible, then no
one is responsible. Provide all of the
authority necessary and only the authority
necessary.

41

41
The Control Environment

SET THE TONE AT THE INTEGRITY AND ETHICAL VALUES -
TOP — INTERNAL MUST BE CLEARLY
CONTROLS ARE COMMUNICATED IN WRITING AND
IMPORTANT! BY EXAMPLE.

COMMITMENT TO COMPETENCE - AUTHORITY AND RESPONSIBILITY —
SOUND PERSONNEL POLICIES CLEAR LINES OF AUTHORITY. IF
INCLUDING JOB DESCRIPTIONS, EVERYONE IF RESPONSIBLE, THEN NO
HIRING POLICIES, BACKGROUND ONE IS RESPONSIBLE. PROVIDE ALL
CHECKS, JOB QUALIFICATIONS, OF THE AUTHORITY NECESSARY AND
PERFORMANCE EVALUATIONS. ONLY THE AUTHORITY NECESSARY.

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

9/10/2024
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What is Risk?

When working toward its objectives, every organization faces a wide range of
uncertain internal and external factors = Risks.

The effect of this uncertainty on the organization’s objectives is called risk, which
can be either positive, representing opportunity, or negative, representing a threat.

> b

Risk should always be assessed in light of setting and achieving your organization’s
objectives. If there are no objectives, there is no risk.

-

This risk assessment process is both active and frequent.

Oy

o hhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

Changes in operations - economic, political.

Changes in personnel.
Risk
Assessment:

Changes
Effecting Risk

Changes in IT systems.

Rapid growth.

Change in structure, staff reductions.

Change in programs, activities, services or
vendors.

R nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
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Risk Assessment — Consider Fraud Risks

—[ Embezzlement/Conversion

|

e Cash, securities, broker/dealers, investment managers

—[ Mechanical errors

e Incorrect amounts
* Improper amortization of premiums and discounts
Incorrect payees
. . Motivation or incentive
* Wire transfer failures oA

—[ Judgement Errors

* Inappropriate securities selection Poor market timing (?)
o Selection of an insolvent dealer or depository

—[ Cover Up

* Fraud
 Delaying or avoiding recognition of losses

Justification of
dishonest actions.

|

The Fraud Triangle |

|

Financial Stress — personal, business, illness.

Addictions — gambling, drugs, alcohol.

|

Disaffection - an employee believes they are bein,
or have been, mistreated

Past Problems o
-

45

a Cash — the more easily an asset can be converted
to personal use, the more likely it is to be stolen.

Complexity — the more that can go wrong, the

Assessment more that s lkely to go wrong,
— Consider

Inherent "\
Risk

Decentralization.

Unfamiliarity-An unresponsiveness to previously
A identified internal control weaknesses sends a

negative message about management’s attitude!

9/10/2024
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* Financial Stress — personal,
business, illness.
Risk = Addictions — gambling,
Assessment: drugs, alcohol.

Fraud Risks = Disaffection - an employee
believes they are being, or
have been, mistreated.

= Past Problems.
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Questions To Ask Regarding
Risk Assessment

: What is the likelihood of
Where is the P an unwanted
potential risk? : occurrence and what
would be the impact?

Does the cost of the
controls exceed
their benefit?

What compensating
controls can be
implemented?

24
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Appropriate Control
Activities

Authorization Record Security of
controls controls assets

Segregate

duties Verification

Reconciliation

Document
policies and
procedures

Analytic Personnel
review policies

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

Sample Risk Assessment: Transfer Station

Operation
Change Risk Inherent Risk Fraud Risk
U U U
Rapid Growth Cash Financial
Stress
Staff Decentralized Past Personnel
Turnover Issues

50
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Sample Control Activities: Transfer Station
Operation
Change Risk Inherent Risk Fraud Risk
U U U
Rapid Growth Cash Financial
*Reports *Remit Daily Stress
*Receipts *HR Resources
Staff Decentralized Past Personnel
Turnover Issues
*Supervision *Reports *Clear Expect.
*Segregation *Evaluation
[
51

Risk Assessment

Inherent Risk

e Unfamiliarity
e Complexity

e Opportunity

Changes effecting risk

Fraud Risk

Risk Assessment Matrix

Severity

Frequent - 4

Probable - 3

Remote - 2

Probability

Catastrophic - 4 Critical -3

Serious (8) Serious (6)

Serious (9)

Marginal -2 Negligible - 1
Serious (8) Medium (4)
Serious (6) Medium (3)

(4) Medium (3)

Medium (4)

R nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
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Who Is Responsible?

EVERYONE plays some role in effecting internal
controls.

All personnel should be responsible to communicate:

Deviations from
Problems in operations established standards or
expectations

Violations of policy, law or
regulations

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

Potential Exposure

Cash, decentralization, no segregation of duties, change, potential for fraud.

Where does the money come from, where does it go?

“When cash passes through hands sometimes it sticks!”

54
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Laws Governing Segregation of Duties

* RSA 669:7 Incompatible Offices:

= Cannot hold 2 of the following: Selectman, treasurer, moderator,
trustee of trust funds, tax collector, auditor, highway agent.

= Cannot hold 2 of the following: Treasurer, moderator, trustee of trust
funds, selectman, head of police dept on full-time duty.

= Cannot be treasurer and town clerk, (deputies included).
= Cannot be selectman and full-time town employee.
* No official handling funds shall hold office of auditor.

= No selectman, moderator, town clerk, or inspector of elections shall
serve as supervisor of checklist

= Cannot be budget committee member-at-large and selectman, town
manager, school board member (except coop), full-time town, village
district or school district (except co-op) employee, or village district
commissioner

Implementing Control Activities

Segregate incompatible duties — duties where someone is able to
both commit an irregularity and then conceal it:

Segregate e Authorize a transaction

e Record the transaction

e Maintain custody of the asset resulting from the transaction

Provide compensating controls when segregation not possible —
Provide vacation, periodic rotation of duties, have someone else do the
job and see if there is any noticeable change.

Appoint Appoint a Deputy.

9/10/2024
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Segregation of Duties-
Best Practice

Separation of duties protects the organization and
the individual by ensuring that no one person has
the ability to control all of the steps involved in
handling and accounting for money received by the
local government.

Custody Record Keeping The ideal is that any one person
performs no more than 2 functions;
three people are needed for the four
Authorization Reconciliation functions;

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org,

Segregation of Duties- Best Practice

Receipt of Record Reconciliation,
Goods/Custody of |Keeping/Document| Authorization/ Reconciliation Independent
Assets Prep Approval Prepared By Approver
N Incompatible Incompatible
Receipt of
unlessa unlessa
Goods/Custody of Same Function } )
Assets compensating compensating
control is built control it
Incompatible Incompatible
Record
unless a unless a
Keeping/Document| = Same Function <
compensating compensating
Prep control is built control is built

Authorization/

Approval Compstizic

Same Function

Reconciliation unless a unless a
Prepared By

cor

g
control is built

e ing
control is built

Reconciliation,

Independent Same Function

Approver

58
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POLICIES & PRUGEDURES

%

Policies reflect management or board statements of what should be done to effect
internal control.

Such statements should Explicitly stated in Implied thro_ugh
. - management management actions and
be in writing s ..
communications decisions.

Procedures consist of actions that implement a policy — actions should be described in
writing, and this written documentation typically results in the formation of a policy.

These are actions that permeate an entity’s activities and that are inherent in the
way management operates the entity.

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

Lack of written financial policies and

procedures.
I\/IOSt Inadequate cash and receipts
procedures.
Common
Internal
A Inadequate reconciliations.
Control
Deficiencies i
1 Lack of personnel policies.
. Lack of personnel evaluations.
e

9/10/2024
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Limitations of Internal Controls

Judgement — decisions made by people under pressure
and time constraints, based upon information on hand.

Breakdowns — lack of understanding, simply making
mistakes.

Management Override — high level management
override prescribed policies and procedures.

Collusion — 2 or more individuals circumventing controls.

Cost vs. Benefit — risk and effect must be weighed
against the cost of establishing controls.

DEFINE
CONTROLS

ASSESS
RISKS

INTERNAL
| CONTROL  covrois
CYCLE ,

|

REVISE
CONTROLS

MONITOR,
TEST AND
EVALUATE
CONTROLS

basiuia nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
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What is Fraud?

A representation

About a material point

Which is false

Intentionally so

And acted upon by the victim

To the victim’s damage

63

Elements of Fraud

CONVERSION

R nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org,

9/10/2024
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The Fraud Triangle

PERCEIVED OPPORTUNITY

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org,

The Fraud Triangle

= Greater the perceived
pressure, the less
rationalization needed.

= Greater the rationalization,
the less pressure needed.

= Greater the opportunity, the
PERCEIVED OPPORTUNITY less pressure or
rationalization needed to
motivate the fraud!

R nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
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Poll Question?

* Which side of the fraud triangle can the governing
body remove through policy and procedure?

A. Rationalization
= B. Opportunity

= C. Pressure

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org,

Monitoring

= Separate evaluation of internal
Periodic controls:
= Independent Auditor — material

weakness, reportable condition, non-
compliance, significant deficiency

= Insurance Carrier (Property/Liability) -
internal control assessment

ST * Management and Leadership analysis.

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
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Asset Misappropriation Corruption

e Theft of Cash e Bribes
e Skimming e Conlflicts of Interest
e Theft of Inventory or e Illegal Gratuities
Assets o Economic Extortion
e Fraudulent
Disbursements thru

Invoices, Payroll,
Expense Reports, Voids,
Refunds, Check
Tampering

3 MAIN FRAUD CATEGORIES

Financial Statement Fraud

e Intentionally
misrepresenting the
values such as:
® Revenue
* Expenditures
® Assets
e Liabilities
¢ Equity
e Improper Disclosures

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

CYBERSECURITY

These assessments are
offered free of charge to local

NH CYBERSECURITY REPORTING :
https://onlineforms.nh.gov/app/?allowAnonymous=true#/fo
rmversion/0998f17f-50bd-4a02-bdef-c3130222d805

Role of every employee in Weapons and tactics used
cybersecurity against local governments

governments. Detecting and defending
against cyberattacks

70

9/10/2024
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Cyber Threat
Statistics
* Ransomware
* Hacks Attack Distribution (Top 10 2018)
* Data Breaches
* Phishing DNS Hijacking: 0.74%
* Email Compromise Brute-Force/Credential Stuffing:
¢ Spoofing 1.26%

Malicious Script Injection: 2.31% Social Network Bots: 0.53%

Defacement: 2.52% 519% attack: 0.53%
DDoS: 3.57%
Vulnerability: 6.41%
Malware/PoS Malware: 35.61%
Targeted Attack: 12.61%
Unknown: 16.60%
Account Hijacking: 17.33%
F=
71

Internal Fraud

but they

$337,000

The Association of Certified
Fraud Examiners (ACFE) pEu
defines Occupational §50000

Fraud as:

“The use of one’s occupation
for personal enrichment
through the deliberate
misuse or misapplication of
the employing
organization’s resources or
assets

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
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MUNICIPAL Fraud Cases

[ ALLEGED MUNICIPAL THEFT | ’ BIGGEST MUNICIPAL EMBEZZLER IN ‘

UNITED STATES HISTORY

Recent alleged municipal thefts

Amount allegedly stolen, period of theft, named perpetrator and position by town|

Rita Crundwell

Mubbardston and the Dixon
Tax collector Cynthia Washburn-Doane Embezzlement 1
THE §53 MILLION BAMBOOZLE: How
2004 to 2014 $500,000+ the trusted comptrolle of a smal linois
toun became the biggest muricipal
Barre embezder in U, hstory,according to the
Tax collector Marcia Langelier 5 feds—and no one noticed
BYBRVANSMITH
2005 10 2011 $307,353 =
Brimield 0000 =
reasurer Kirsten Weldon . Worssar ™™ - .
2006102013 $80,868 Riac i o oo
- August 2012. w010 EmrvaaTENOUSE
Brookield s _ ’
unicipal Clerk Beth Conant g UPDATE (111412): Rita Crundiwell pleaded guilty to fraud on November 14
2032014 | s43047 | in federal court in Rockford
. ! . -
Source: Cour records 736 SOV UOGREN
Source: http://www.telegram.com/article/20160102/NEWS/160109825 Source: D wmnchcaomagcom/Ciago- Mg Desuntor-

CONCORD, M. - Ex_school ol lo plead gulty

A former Keene School Distrct treasurer and former banker Wil plead
Quity lo empezzing $355 500 1 5c1001 5CROAISNIp money, the US
atomey's offce says. George McDonnell, S5, of Keene, former vice
usméfum“usm:;‘mmﬁwmw"ggm ' s a
n 5 0708 631d, He 13026 p

years I prson, a §1 millon fin2 and three years' probation. paddlng p y

| | Investigation continues

makes
43,000 n o VRN

) HT STREATENAE B
Ex-Dorchester Town Clerk to Admit Theft o P Ty B v

W e i e
e e e
A . . i * Crole gawrenee. 48, of FP Manager
Plea Bargain Calls for 6-Month Jail Term, Restitution of Stolen $4.500 ‘;Wmﬂfw;% ) e
s wning sn P
iy ROBERT M. COOK e I e meatotng e Telord 9
iled her intent to plead a0t Lourenee 0 eS8 0 O okl shack that
Mewfound Ares Burses y thedt ehiary mare thanges. 3 T ace. an easygolnd 10
; " gt L e o
HAVERHILL — A formee Dop Ll :;m 3 .
ester town clerk charged with £t o e P ey OVERTINE
ing $4,500 fram car registrati et
fees has agreed to o B -11"\"“ R. o
the charges and maks
ihe tawn

Lynn Carter, 36, served 15 Darch

1501 - ASHLAND, NH. Ex-town official says ehe sfole $1m

A former toan manager who pleaded gulty to stealing $111,300 of sown
money 0l authorttizs she actually stole close 1o $1 millon over

020302 Dy raleing town Accounts WNENEver she wanis mongy. “No area
Was 8acre0.” 53l0 Rosemarie McNamara. MeNamara was sentenced Lo
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9/10/2024

37



9/10/2024

Common Fraud Themes

Smaller Organization typically have fewer anti-fraud controls which increase the risk
of fraud.

Median duration of a fraud scheme is 16 months.

Internal Control weaknesses were responsible for over 50% of Fraud!

Only 4% of fraudsters had a prior conviction.

Majority of Victim organizations recovered nothing.

Source: 2022 ACFE Report

R nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
.

Red Flags

Employee Red Flags

¢ Employee lifestyle or behavioral change Significant personal
debt and credit problems Refusal to take vacation or sick
leave !

e Lack of segregation of duties in vulnerable areas. '/}
Management Red Flags
¢ Reluctance to provide information to auditors

¢ Management decisions are dominated by an individual or
small group Weak internal control environment

¢ Excessive number of checking accounts or frequent changes
in bankir_1g accounts Excessive number of year-end > Cash Receipts and
transactions .
¢ High employee turnover rate Disbursements
e Service contracts result in no products > Records and Reports
» Purchasing

> Fixed Assets

basiuia nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
| L ]
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Police Chief

Extortion, permits/fees, drug
escrow account

Office Manager

Payments to self from secret
checking account

Assistant to BOS

Payments to fictitious
vendors

Tax Collector

Cash from property taxes

Town Clerk

Cash from motor vehicle fees

NH Fraud Cases: Opportunity

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org

Secretary to Town Manager

Transfer station revenue

Planning Department
Employee

Cash from permits

School District Treasurer

Bank fraud — scholarship funds

Secretary to Fire Department

Overtime wages

Town Manager

Cash, fees, credit card,
abatements, pay advance,
financial statements

9/10/2024
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s Access to too many functions
“Special” accounts with limited controls

Funds not in the custody of the Treasurer

Red Flags

Absence or delay in reporting or
reconciliations

iy &

Absence of supporting documentation

%)

Vendors complaining of late or non-payment

R nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
.

A Infrequent and untimely deposits
Loose controls over cash receipts

% Unusual financial relationships

Red Flags

B Excessive abatements, credits or voided
transactions

E= Manual checks or checks written to “cash”

Unusual transfers between accounts

0

9/10/2024

40



amount or percent of

B Change in the frequency,
cash receipts

Insufficient cash flow

Red Flags [f] with relatively high fund

balance

+ Unused vacation time

nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org,

Who Best
To Detect Fraud?

Employees performing routine duties are in the best
position to identify discrepancies, unusual transactions,
or deviations from standard operating policies and
procedures that may warrant further inquiry and
investigation.

An effective fraud prevention program insures that all
employees recognize that fraud prevention and
detection is part of their job responsibilities!

R nhmainfo@nhmunicipal.org / 603-224-7447 / www.nhmunicipal.org
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Who Is Responsible?

EVERYONE plays some role in preventing
and detecting fraud.

All personnel should be responsible to communicate:

Deviations from
Problems in operations established standards or
expectations

83

Violations of policy, law or
regulations

= Definitions and examples of
fraud

= Policy of zero tolerance

= Responsibility to report and
FraUd reporting procedures
Awareness = Confidentiality, retaliation, and
and false allegations
Prevention = Disciplinary action
POIICy * Fraud prevention and detection
is everyone’s responsibility
= Employee acknowledgement
that they read and understand
the policy
34
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Additional Resources

= Review the sample fraud prevention
policies with key components highlighted

= Read State of NH vs. Rosemarie McNamara

= All the Queen's Horses tells the story of Rita
Crundwell as self, the perpetrator of the
largest case of municipal fraud in American
history.

— How could one woman steal $53 million without
anyone noticing?

85

THANK YOU!

? Questions

NEW HAMPSHIRE MUNICIPAL ASSOCIATION Katherine Heck
EST. 1941
! > Government Finance Advisor
New Hampshire Municipal Association
603.224.7447

kheck@nhmunicipal.org

THANK YOU TO OUR SPONSOR:

NEW HAMPSHIRE

INTERLOCALMIRUST

9/10/2024
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Sources and References

*  Essentials of Treasury Management, Association of Financial Professionals, First Edition, D.J. Masson,
Ph.D., CTP, CertICM, Peggy Weber, Ph.D.., CTP, CPA, David A. Wikoff, Ph.D., CTP, CertICM

*  GFOA best practice, Creating an Investment Policy, (2010) (New)

+  Committee of Sponsoring Organizations of the Treadway Commission, Internal Control — Integrated Framework
(COSO Report)

*  Adopting Financial Policies, Best Practices, GFOA, September 2015

*  COSO Integrated Framework Internal Controls

*  American Institute of Certified Public Accountants (AICPA)

+  State of Vermont, Department of Finance and Management

*  Management’s Responsibility for Internal Controls, Thomas P. DiNapoli, State Comptroller, Office of the
State Comptroller, Division of Local Government and School Accountability

*  Center for Audit Quality, www.TheCAQ.org

¢ WWWw.c0s0.0rg

*  www.gfoa.org

*  www.fgfoa.org

*  www.afponline.org

*  www.AICPA.org
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9/10/2024

44



